ZANIA

Improved Programmable Bootstrapping
with Larger Precision and Efficient
Arithmetic Circuits for TFHE

llaria Chillotti | ilaria.chillotti@zama.ai
Damien Ligier | damien.ligier@zama.ali

Jean-Baptiste Orfila | jb.orfila@zama.ai

Samuel Tap | samuel.tap@zama.ai 3 —

December 9, 2021



Overview

1. TFHE Scheme Overview
2. PBS Many LUTs

3. BFV Product in TFHE

4. WoP-PBS

5. Challenges & Conclusion



Overview

1. TFHE Scheme Overview



What is FHE?

Computations over Encrypted Messages!

e Possibly any function * Possibly any type: bit, integer, real messages...




Noise Growth

r r
( r

too much noise @@ = incorrect decryption -




Bootstrapping in TFHE

very noisy

LWE ciphertext A

bootstrapping key
O

o X - less noisy
1 LWE ciphertext =

Refresh the ciphertext with less noise ...

[CGGI20] I. Chillotti, N. Gama, M. Georgieva, M. |zabachene. TFHE: Fast Fully Homomorphic Encryption over the Torus. Journal of Cryptology 2020. 6



Bootstrapping in TFHE

very noisy I
LWE ciphertext A "
bootstrapping key
O

less noisy
3 LWE ciphertext &

L]i], a Lookup Table

re

... and can evaluate a Lookup Table (LUT)! L

[CGGI20] I. Chillotti, N. Gama, M. Georgieva, M. |zabachene. TFHE: Fast Fully Homomorphic Encryption over the Torus. Journal of Cryptology 2020. 7



| d

Ciphertexts in TFHE: LWE Ciphertexts

var(e) (a,s) + Am + e

Easy homomorphic addition & integer multiplication!




CipherteXtS in TFHE: Other Ciphertexts =
Addit Addition
RLWE {C e o RGSW Constant multiplication
onstant multiplication

Multiplication

(External) Product:




TFHE Bootstrapping:

1 LWE ciphertext

Inputs: : \__\

<a,s>+Am+e

more detalls

1 lookup-table

[LIO], ..., Llp — 111

1 LWE ciphertext

Output: U=

W

| ) -

1 bootstrapping key

=
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TFHE Bootstrapping: more details

Idea: homomorphically evaluate the decryption algorithm

Decryption algorithm: LWE Input:
@ b—<a,s>=Am+e m e

— e ———————

llllll:]UUUUULllllllllllllllllllo

Am + e q A
@ A — m me {0,....,p— 1}




TFHE Bootstrapping: more details
@ Modulus Switching step from Z ;10 Zon
|L| % I
Am+e=_EBREERLU JSNESEEGEEGEEGEEEES A'm+¢e' =IBRNERLLLUNES

@ Describe the LUT into a polynomial V mod XY 4 1 with redundancy




TFHE Bootstrapping: more details

@ Rotate the LUT of A'm + ¢’ positions

V.Y @mte) — DD

n_l /

V. x b 2io %S +—— external products (CMux) chain

@ Extract the first coefficient as an LWE

V. x—@mie) = DD

Sample L[ m]
Extract



TFHE Bootstrapping: imitations

m €
e . ——————

g ! First plaintext MSB must be known

; IIIII!A:]DDDDD[:llllllllllllllllll()

mod XV + 1
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Our Contributions: (some of them)

@ Several LUT per bootstrapping on the same input ciphertext

L> PBSManyLUT

@ Introduction of a BFV-like Multiplication in TFHE
| C,XG
Tight noise analysis

@ PBS without Padding not anymore!

|—> 2 ideas for WoP-PBS

Lwil)

n lookup-table:
L,[0],....Li[p — 1]]

L,[0, ... L,[p — 1]

15



Overview

2. PBS Many LUTs
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Generalized Bootstrapping Left Shifting

Modulus Output € 7
Input € Z g Switching P ON
m'’ m € m’ m
e — A
Traditional (L anuneenen [0 S88ERERLLLEES
—_—
2N 2N
Left Shifting |ni| m e _m_
x>0 E888RRR0 U NEGEEEEEEN0EENEES ERESRL L ULLUNGE
—_—
'7( 2N 2N
g m. m e meon
—— S
«<0 ‘GienssasacOD000ssessssEssesNEEe _pesinne
—_ ,
- N 2N

| x| : kandom bit



Generalized Bootstrapping

InputEZq
m  m e
—— —_—
Traditional LT eeeeennen | PR
—_—
2N
m  m e
—— —
Right Padding | SESEEEEU_ LI 1 SSSSSSEEE0EE000
O, | ON '3"

Right Padding

Modulus Output € 7
Switching P 2N

m m
——A

SEEEEEELL L BES

—_—

2N

/

m  m
——

[ [[]]uS

— N
2N 9
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Generalized Bootstrapping

.ﬁ”’., m e m
5688086811 NGEGEEAGEEEGEENGEE SRRERLLEERUL

=
Sl =

N, » and & defines the frame:



Blind Rotate

~ Select the m™ LUT case

20



PBS Many LUTs 1 Generalized PBS < Many LUTs

2 lookup-tables: [/,[0U], ... Lylp — 1]}
|1L]0],...,Li[p — 1]]

m J

smsna im0 2 (D@D - (ED (D - (@) -

1 bit Right Lifting
9=1

21



m J

1 bit Right Padding
9=1

Sample Extract

S

22



PBS Many LUTs 1 Generalized PBS < Many LUTs

2 lookup-tables:

m J

PES— H Blind Rotate

1]/ 088 ] 0

1 bit Right Padding
9=1

[LylO], ..., Lylp — 1]]
[L[O], ..., Li[p — 1]]

@ -

l Sample Extract

... o

23



PBS Many LUTs Recap

oe B

SaC
Generalized PBS sample Extract f (m)
(without sample extract) 1 1
s
9>0 .o il
Am
p/eE © o o
th‘QCt

S

Multiple Instructions, Single Data (MISD)
= For a cost & 1 PBS, evaluation of 2% functions on the same input

Require small messages m
Higher 4 = more error

24



Overview

3. BFV Product in TFHE
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RLWE Product a Ia B/FV

My(X)
Tensor N
Product MO(X ) - M, (X) mod X 1
M;(X)
[Bra12] Z. Brakerski. Fully homomorphic encryption without modulus switching from classical gapsvp. CRYPTO 2012. 26

[FV12] J. Fan, F. Vercauteren. Somewhat practical fully homomorphic encryption. IACR Cryptology ePrint Archive, 2012.



RLWE Product a Ia B/FV

My(X)
Tensor N
Product MO(X ) - M, (X) mod X 1
M;(X)
[Bra12] Z. Brakerski. Fully homomorphic encryption without modulus switching from classical gapsvp. CRYPTO 2012. 27

[FV12] J. Fan, F. Vercauteren. Somewhat practical fully homomorphic encryption. IACR Cryptology ePrint Archive, 2012.



RLWE Product a Ia B/FV

My(X)

My(X) - Mi{(X) mod X" + 1

[Bra12] Z. Brakerski. Fully homomorphic encryption without modulus switching from classical gapsvp. CRYPTO 2012. 28
[FV12] J. Fan, F. Vercauteren. Somewhat practical fully homomorphic encryption. IACR Cryptology ePrint Archive, 2012.



Tight Noise Formulas

Var(MuIt)z% (A2||M1||2003+A2HM2II2 07 +‘7%‘7%)

+ % (%

L(14+kNVar(S)+kNE2(S) )+ 5N Var(8)+ 1 (1+kNE(S)) )(01 +03)T

+ 112 12A2 ((Az_l) (Var(S) "JQ(S)) 3-Var(S)) k(k_l)N.((A2_1),(Var(su) LQ(S”))

24A2
_|— 2§A2((A2_1) (Var(S,dd)+Var( even)+2 .‘2(8 ean))+3 (Var(S,dd)+Var(

+k€N0§LK'(k;1) %1;2 i kN ((k 1) Var(S”)-i—Var(S'dd)—I—Var(Séven))

2
+%(1;¥%% 112)((1«—1)-(Var(8">+ 2% (Smean)) +Var(S34q) +Var(Seven) +2E

Stven)) )+

(Sr,nean))+

3-Var(S”))
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Tight Noise Formulas

Var(MuIt):A% (A%HMl||C2,00§+A%\|M2||go‘7%+0%‘7%)

+ 5 (G

1
+12

+ AN ((A2-1)- (Var(s'dd)+v3r(sg_ven

+kENoZ, Bt Bo42 | kT N ((k—1)-Var(S")+Var (S e/ FVar(Sien) )+

kN
e

12A2 (

1+kNVar(S)+kNE2(S)¢+EVar(S)+ 4 (1+kNE(S))? ) (o2

(A2—-1)-(Var(S)+E2(S) )+3-Var(S) ) ~E=/T .((A2-1)-

2

q2

12

128 2¢€

12)((k: 1) (Var(S”)+42(S mean )+Var( dd)+var(Se,3ven)+2

Generic Key Type

S’ nP: (S"))

2 (S:nean)) +3- (Va odd)+var(séven)) ) T

(Snfnean))+

3-Var(S”))
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Tight Noise Formulas

Var(Mult)=-"5 (A}[| My ||2,03+A3| M2]|2,

+ % (4
+ 112

(14+kNVar(S)+kN

EN((A%-1)-(Var(S)

+ A ((A%2=1)-(Var(S)yq)+Var(Shyen)+2

2
+kENo2 - ED). B

+M ‘12
2 12%22

12

+2 | kN

2 2
o1 +01 o

12) ((k—1)-(Var(S")+

12(5))

)

22(S)

S

\/
4 ar

Precision 1

2 1314516 | 7]|8

Max. depth | 32 |16 |16 | 8 | 8 | 8 | 8 | 4
log,(N) 12 (111211 11|12 | 12| 11
log,(B) 8| 5H | 812110 8 | 8 | 20

4 8 (10| 8 | 4 |5 | 8| 8| 2

3-Var(S

+1(14kN

k V
24A2 '((A2_1)°

J 2 (Sr,nean)) +3- (Va
e ((k—l)-Var(S")+Var(S o +Var(Séven))+

42(S mean )+Var( dd)+var(Séven)+2

2(8)* ) (a3

SII)

Generic Key Type

72 (S”))
§70)+Var(Shen) ) )+

(Si{nean))'{_

3-Var(S”))
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16

20

21

22

23

24

o

11

11

11

12

12

12

12

30

20)

20

20

20

20

2(0)

o

bo

N
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LWE Product Inside TFHE
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LWE Product Inside TFHE




LWE Product Inside TFHE X

\

Sample
—> Mmp * My —p —_— |- M
/ i e

LWE RLWE
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Overview

4. WoP-PBS
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\i, Sample Extract
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pt = (i &8

V(X) ) X pt V(X) : X pt

Lim] - @@:

\» Sample Extract ql, Sample Extract
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pt = (i &8

V(X) ) X pt V(X) : X pt

Lm]

\i, Sample Extract \i, Sample Extract

\i, Sample Extract \i, Sample Extract
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e

pt = (1 &8

V(X) - X Pt

. ... L[O] N

\» Sample Extract

. o N

\» Sample Extract \» Sample Extract

S S
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Switching

S

oy -

Am + e

Modulus

PBS without padding

S

2908 1

A'm+ e’

Random bit

40



Modulus
Switching

with . = — 1

PBS without padding

S

2908 1

A'm+ e’

Random bit

Llm]

008 -

AL[m] + e

41



oy -

Am + e

Modulus
Switching

with . = — 1

PBS without padding

oY

0 mel 908 -
———— —

Random bit
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S

z__565

A'm+ e’

PBS without padding
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PBS without padding

+1|m]

‘

!!!@Q_, 888 U

A'm+ e’
Noise /A\

[CIM19] S. Carpov, M. Izabachene, V. Mollimard. New Techniques for Multi-value Input Homomorphic Evaluation and Applications. CT-RSA 2019. 44



S

z__565

A'm+ e’

Noise <&

PBS without padding

PBS

gee -
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WoP-PBS

A-m+e

PBS without padding

A - Llm]+eé€

out

oo > [Lm]| gmmen

S

L.

46



PBS without padding

Am + e

enen U-

. -
o
3
"3
A 3
b
.

L,[m'] = L[m]

47



+1[m]

+1,[m]

PBS without padding
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WoP-PBS

WoP-PBS, ~ 2 X
WoP-PBS), ~ 3 X

Sequential complexity for [0 &
a p-bit message \ =

Message Zero Padding

!
for (p + 1)-bit

Messagle Rancljom Padding

for (p + 1)-bit +1 X

I\/Iessagle

for p-bit +2 X +3 X @

49



Parallel complexity for
a p-bit message

PBS = 1 X for (p + 1)-bit

1
WoP-PBS| ~ 2 X for (p + 1)-bit +1 X
WoP-PBS, ~ 3 X for p-bit +2 X

Easy to parallelize!

WoP-PBS

°)

L)
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Overview

6. Challenges & Conclusion
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Conclusion

In this presentation

® BFV-like Multiplication in TFHE

® Evaluate several LUTs at once:
PBS Many LUT

® Bootstrapping Without Padding:

WoP-PBS,; and WoP-PBS,

Our contributions

§ used for

More in the paper

® Generic tight noise analysis

» © Efficient Circuit Bootstrapping

» @ Efficient ciphertext splitting in chunks.

LV e Large Precision PBS

o Efficient Gate Bootstrapping approach
and extension to arithmetic circuits

52



Open Problems

eFast FFT with higher precision

e Experiment with hardware implementations

e Reduce noise growth in WoP-PBS

eImprove LWE —> GLWE Key Switching

53
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